LU L LOYALHOCTb

PYKOBO/JACTBO O TOM, KAK HE CTATb XXEPTBO MOLUEHHUKOB

MHOopMaLUMsa NOMOXET BaM pacno3HaTb MOLWEHHNYECKMNE CXEMbI, 3alNTUTb
cebs, a Takxe obecneunTb 6@30MNacHOCTb CBOUX CPeacTB.

[1To naHHbIM CbepbaHka, yuwepb ot TenedoHHOro MmoweHHn4yectsa B 2024 roay
npeBbicuns 295 Mmnnnmnapnos pybnen. 3Haa Mmemoobl MOWEHHUKOB, B8bl CMOXXeme
3awumumsb ceba u csoux 6sau3skux!

1.0CHOBHbLIE BEMAbl MOLWEHHMUYECTBA
1.1.CXEMblI TEJIEQOHHOIO MOLWWEHHHUYECTBA:

«BbaHK 3BOHUT>»: MOLWIEHHNKN NPpeaACTaBNATCA COTPpYAHUKAMKN 6aHKa 1 noa Npeanorom
3alUTbl BallMX CpeacTB NnpocaT Ha3eaTb CVV-koa (1pu Lumppbl Ha 06paTtHoOW CTOPOHE
KapTkl), N@apoJib N3 CMC-CO0bLEHNS NN AaHHble A4 BXOAa B OHJTAWH-6aHK.
3anoMHume: HacmoAawue compydHUKU 6adHKa HUKoz2da He 3anpawusarwm _-~

makyro uHdopmauuio!

«PoacTtBeHHUK B bepe»: BaMm 3BOHAT 1 coobLiatoT, 4To Bawl 6JIM3KNMU

(cbiH, fo4Yb, BHyK) nonan B ATI1, 3aaep>xaH nonnunen m 1.4., U CPOYHO

HY>XHbl AeHbr'M. MOWEeHHNKN AaBAT Ha SMOLUMN, NPUCLINAT dalblUnBbIE
AOKYMEHTbI (MoCTaHOBJ/IEHNN O BO36OYXXAEHUMN AEs1a, MTPOTOKOJI0OB AOrNpoca U 1.4.).
HemeosneHHO nosioxxume mpybKy u csaxxumecb ¢ poOCMBEHHUKOM HANPAMYIO.

«Bbl BbIUrpanu npms!»: Bam coobLlatoT 0 BbIUrpbille LeHHOro npusa (aBsTomMmobusis,
KBaptupa, KpyrnHasi CcyMma [eHer), Ho Angd ero nony4vyeHnss Heobxoanmmo

OMJIaTUTb "A0CTaBKy", "CTpaxoBKYy" Un Kakon-nnbo apyromn B3HOC.

C BepoaTHoCTbIO 100% c BamMu CBSi3aJIMCb MOLUEHHUKM,

He o6LulanTecb C HUMU U NOJIOXKUTE TPYOKY.
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«3BOHOK U3 NOJIMKJIMHUKM \60NbHULUDbI»: [104 BUAOM COTPYAHMUKA perncrtpaTypbl Unu
MeaULUMHCKOro paboTHMKA BaM MOTyT NO3BOHUTb U, CCbIJTAACh HA 3aMuUCb Ha NPUEM,
NnonpocuTb coobwmnTb HOMep cTpaxoBoro nonunca namnm CHUJ1C. C noMowbo HoMepa
sawezao CHUJIC 310yMblWIEHHUKU MO2ym noJiydumb dOCMyn K sawWeMmMy daKKayHmy
8 cucmeme «[ocycnyau».

«3BOHOK M3 nonuuuu>»: MOLWEeHHUKN NpeacTaBNAanTCa COTPYAHUKAMM
NpaBOOXpPaHUTENbHbIX OPraHoOB - CTapwWMMM cnegosaTensaMu, onepynosIHOMOYEHHbIMU
nnn go3HaeaTtensamu. OHKM yTBepXaatoT, UTO B OTHOLWEHWN BaC NPOBOAUTCHA NpoBepKa
nnn Bo36yXxXaeHo yrosoBHOE Aeno U3-3a AKobbl N0A03puUTEsIbHbIX MEpPeBOA0B C Ballen
KapTbl Ha 3apyb6exHble cyeTa. Ansa ybeanTenbHOCTU OHM MOTYT Ha3BaTb KOHKPETHbIW
PAMOHHbIN OTAEN NOSINUMKN, OTKYyAA AKOObI 3BOHAT. HECMOTpPSA Ha CEPbE3HOCTb 3asABJIEHUN,
3/10YMbIWJIEHHUKN NpeasaraloT «yperyamposaTb BOMNPOC» AUCTAHUMOHHO, Tpebys
nepesoda AeHer, nan npegocrtaBneHns KoHpuaeHumnaaibHOM MHPOpMaUnu.

lMoMHUMe: HacmoAawue compyodHUKU noJlUyuuU HUKozada He pewatrm nodobHble
Bonpocbl no mesie@poHy u He mpebyrom OeHez.

«lMpepcraBuTesib COTOBOro oneparopa»: MoLWEeHHUKN
3BOHAT, NMpeAcCTaBissiCb COTPYAHUKAMMN Ballero CoToBoro
orepaTtopa, n coobuwatoT 06 OKOHYaHUM CpOKa AENCTBUS
OOorosopa Ha npegocTtaBsieHne ycnyr ceBsa3n. OHU MbITAlOTCH
ybeanTb Bac coobWwnTb KOO N3 CMC-CO0bLLeHus,

AKOObI Ang TOro, 4To6bLI NPOANMNTL AENCTBUE

OOorosopa, HO Ha CaMOM Aene XOTAT NMoNy4YnTb

OOCTYyN K BaweMmy JIMYHOMY KabuHETY B cucteme
«[flocycnyrm» nnun nnaTeXxHbIM CUCTEMAM.

lMonoxxume mpybKy u cssaumecb C COMOBbIM
onepamopoM ho opuyuasibHOMY HoMepy mesieoHa.
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«MoaknrouyeHune gomodoHa»: [log BMAOM npeacraBuTenen ynpasnsauwenm KoMnaHum
NN YCTAaHOBLLMKOB AOMOMOHOB MOLWEHHUKWN CBA3bIBAOTCA C CO6BCTBEHHUKAMM KBapTUp
N NPOCSAT Ha3BaTb KOA U3 CMC-COObLEHUS, KOTOPbIN SAKO6bl HY>XeH An8 NoaKNto4YeHNs
KBapTupbl K 4OMOPOHY. Ha camoM gene ko4 06bl4HO NpUXOoANT OT CUCTEeMbI «[ocycnyrmn»,
B KOTOPYO 3/10YMbILWIEHHUKW NbITAOTCA NonacTb. llos10:xkume mpybKy u csAa*Kumech

¢ nhpedcmasumesieM YK unu ycmaHoswWuKkom sawezao doMo@doHa no opuyuasibHOMY
HoMmepy, ymoyHume y cocedel, 380HUJIU J1U UM.

HUKOrgA HUKOMY HE COOBLLAUTE KOAbl
U3 CMC-COOBLLEHMW UM APYIYIO NEPCOHAJIbHYIO
MHOOPMALINIO. ECJZIN KTO-TO HAHYUHAET 3ANPALLMNBATD
3TY NHO®OPMALUIO, HEMEAJIEHHO NPEPbLIBAUTE PA3IOBOP.

NMPUIHAKU OBMAHA NO TEJNIE®OHY:

® Bac ToponsaT, UCNosib3ytoT dpa3bl “"CpoyHo!”, "MHaye 3abs10Kupyem Kapmy!”,
"Bpema oepaHu4eHo".

® He patot BaM nonoxutb TpybKy, AaBAT Ha Bac, nepe3BaHMBalOT C pa3HblX HOMEPOB.

® [IpocAaT nepeBecTn AeHblr'M Ha HENU3BECTHbIN (6e30racHsbiv) CHeT Nan coobLnTb
KOHOUAeHUMANbHYO MHPOopMauuto (naposin, Koasl).

® OmcKaHupyume QR-koObl, u nhocMompume poJluKk baHka Poccuu ¢ munu4yHbiMuU
CXeMamMu MOWEHHUKOB CCblJIKa Ha poauKk Ub PQ®:
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1.2 UHTEPHET-MOLUEHHNYECTBO:

denkoBble canTbl 6aHkoB, Nocycnyr (puvwmHr): MoWweHHWUKM co3aatoT noaaesibHble
CaNTbl U NPUSTOXXEHNSA, KOTOPblE€ BU3YyasIbHO OYEHb MOXO0XWN Ha HacTosiwme. TakuM obpa3om
MOLUEHHWUKW MbITAOTCS BbIMAHUTb BallW IOMUHbI, MAapPosn U APYryo KOHPUAEHUMANbHYO
MHdOpMaLMIO, KOTOPYIO Bbl BBOAMUTE MPU BXOAE B JIMUYHbIE KAOUHETbLI NPUIOXEHUN

n cantoB. He ckaunBanTe NPUIOKEHUSA C HENPOBEPEHHbIX pecypCcoB.

NMNoapenbHble UHTEPHEeT-Mara3mHbl: ToBap Ha canTe npeacraB/ieH, LeHa
npuBneKaTenbHasa, HO Nocae onaaThl Bbl HUYEro He nonydaerte. MarasumH ncyesaerT,
a CBSA3aTbCA C HUM HEBO3MOXHO. CoBepLianTe NOKYNKM B UHTEPHETEe TOJIbKO Ha
npoBepeHHbIX CauTaxX U B NPOBEPEHHbIX MHTEePHeT-MarasmHax

O6pauweHue OT IMLLIA PYKOBOACTBA: Yepe3 MecceHaXXep C BaMM CBA3bIBAETCH AKOb6bI
BalW pykoBoaAuTenb (HayasbHUK, ANPEKTOP, peEKTOP U T.A.). B npodunie MoWweHHUKa,

KakK npaBuno, ncnonbldyetcsa opuuymnanbHoe doto n ®NO, ytobbl BbiI3BATb AOBEpUE.

Bac npeaynpexaatoT 0 npeacTosilen npoBepKe CO CTOPOHbI MPOKypaTypbl, HAJTIOroBou
UN APYrmx KOHTPONUpYyoWwmnx opraHoB. [lanee coobuwaeTrcs, 4YTO C BaMU CBSIXETCS

COTPYAHUK 3TON CNyx6bl 4TOObI 3a4aTb «Ba)XXHblie€ BOMPOChHI». f

Mocne aToro 06bIYHO ClIeAYET 3BOHOK, B KOTOPOM

MOLWEeHHMNKW, BblaaBas cebsa 3a 2

npeacTaBUTENEN CUIOBbIX UK
KOHTPOJIbHbIX CTPYKTYpP, MbITAlOTCH y e

BbIMAHUTb KOHMOUAEHUMANbHYIO

MH(MOPMALNIO UNU AEHbIN. (>>
B/IOKMpYNTE JHKEHYaJIbHUKA

M He OTBeYalTe Ha He3HaKoMble

HoMepa.
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O6mMaH Ha Avito/HOne (M apyrux naowaakax obbvaBneHnn): O6b6IYHO €ro UCNob3YIOT
Npn NOKYMNKe Kakon-ToO BeEWM C pyK. 310YMbILWTEHHNUK HAX0AUT Ha 3TUX nNaaTtdopMmax
06bABNEHNSA O MpoAarke Kakon-To Bewm, n obpawaeTcs K npoaasLy rno 3ToMy BONpocy.
YTo6bl NOCMOTpPETHL BELUb, 3/T0YMbILLAEHHUK MPOCUT CO3BOHUTLCS MO BUAEOCBA3N, HO

BO BpeMS 3BOHKA Yy HEro sskobbl cnyyatoTcs Kakne-To TeXHMYeckme Henonaaku. Ytobol
060MNTN NX, OH NpocuT cobeceaHnKa BKAOUYNTb AEMOHCTpaLUUIO 3KpaHa. B aTo Bpems
MOLUEHHWUK MOXET, HanpuMmep, NbiTaTbCA 3aT B Ball MHTEPHET-6aHK MNKN aKKaAyHT

B cucteMe «locycnyrm», no3ToMy BaM Ha TenedoH npuaeT cMc-coobleHne ¢ KoaoMm

ANs BXoAa UNun CMeHbl Napons, KOTOPbI 310YMbILWUIEHHUK XO4YeT YBUAETb U MCNOMb30BaTh.
He BK/1lOUaNUTe A€MOHCTPaALUUIO 3KpaHa B pa3roBopax C HE3HAKOMbIMMU JIIOAbMM.

NMPU3HAKN OBMAHA B UHTEPHETE:

® Aapec canta 6e3 HTTPS (3awuiyeHHoro
[1POTOKO/1a).

® KOHTaKTHas MHpopMauns TOJSIbKO 4yepes
MecceHaxepsbl (Telegram, WhatsApp),
OTCYyTCTBUE TenedoHa U pun3nyeckoro aapeca.

® C/IMWKOM BbIrogHasa LieHa, KoTopas
3HAUYUTENbHO HUXXE PbIHOYHOW (Haripumep,
"IPhone 3a 5000 py6.").

1.3.YIPO3bl XXN3HN U 3/40POBbIO

MOWEeHHNKN 3anyrMBaloT XXepTB Yrpo3aMun pacrnpasbl, NMPUCbINAKT INYHbIE AAaHHbIE,
doTo AoMa nnm paboTbl, CO34a0T ANNMPENKN C «3axBayYeHHbIMU» POACTBEHHUKAMMU
(Harpumep, n3 30HbI CBO). Llenb —aaBneHne n BbiIMOraTesnbCTBO.

Fpynnbl pUCKa: NeHCUOHepbl, CEMbW BOEHHbIX, HecoBepLleHHoNneTHne. NHoraa
XXEePTB 3acCTaBNsAOT YUTU U3 AoMa U ob6opBaTb CBA3b C POAHbLIMKU, YTOObLI CO3AaTb
NOMOJITHUTENbHbBIN pblyar AaBEHUS.

Ba)XHO MOMHMUTb, YTO 3TO 6n1ed — yalle BCEro 3/1I0yMblLUTEHHUKN AENCTBYIOT
N3-3a rpaHunLbl U HE MOFYT NPUYUHUTbL PEaNbHOro Bpeaa CBOUM XepTBaM.
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2.KAK3ALLIUTUTBCA?
21.3ALYNTA OT TEJIEQOHHbIX MOLLWEHHUKOB:

Npasuno 1 Hnkoraa He Ha3biBanTe
KoAbl U3 cMC-coobLweHn, napoan n Apyryto
KOH(PUAEHUMANBbHYO MHPOPpMaLKNIO Mo TenedoHy.

NMpaBuno 2: [lepe3BaHnBanTeE TONbLO
Ha oduuManbHble HOMepa 6aHKOB, YKa3aHHble
Ha BawWwewu KapTe nnm opuumnanbHOM canTe.

AO1A 6ﬂOKV|pOBKV| CnamMm-HOMEPOB. Hanpumep ﬁ!’__
omAHdeKkc Mg
G
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NMpaBuno 3: YCTaHOBUTE NPUJTOXEHMUE @;‘.%.'?E'i’a:'!@

NMpaBuno 4: [1o0 BO3MOXHOCTU He OTBeYyauTte
Ha 3BOHKW C HE3HAKOMbIX HOMEpPOB.

2.2.UHTEPHET-BE3OINACHOCTSD:

NMpasuno 1 He nepexoauTte no noao3puUTesibHbIM CCbISIKaM, 0COOEHHO MOJTYYEHHbIM
OT HE3HAKOMbIX M0AEN NN B CNaM-pacCbl/IKax.

NMpasuno 2: BkaounTe ABYXEAPAKTOPHYO ayTEHTUMUKALMNIO Ha BCEX Ba>XHbIX aKKayHTax
(baHKu, coLceTu, rno4yra). 2T1o obecneymnT AOMOAHUTENbHbIN YPOBEHb 3aLLUThI.

MpaBuno 3: MNokynanTe ToBapbl TO/IbKO HA MPOBEPEHHbIX MaoWaakax U y HaaexXHbIX

npoaasuoB. O6bpawante BHUMaHME Ha OT3bIBbl U PEUTUHI nNpoaasua. OTcyTcrBue
OT3bIBOB — 3TO M04O03PUTESIbHbBIN MAapKep.
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4 WIATA, ECJiM BAM 3BOHAT HESHAKOMLL bI
U HAMMHAIOT HA BAC OABUTb U UTO-TO TPEBOBATD

He naHukyuTte: CoxpaHanNTe CMOKONCTBUE, AaXe
eCJ/in Bac NbITAOTCA 3anyratb. YTobbl cnpaBUTbCS
CO CTpPaxoM NpeacTtaBbTe, UTO MOLIEHHUK FOBOPUT
CMELWHbIM FOJI0OCOM UNU CUAUT HA TOM KOHLLE
npoBoaa 6e3 oaexabl.

NMNonoxurte TpybKy: He npoaosixamte pa3rosop
C MOWWEHHNKaMN, He BONUTECHb NOJTOXKUTb TPYOKY,
HUKTO BacC 3a 3TO HEe HaKaXerT.

/

—

Nepe3BoHuTEe B baHkK: Ybeautechb, YTO BCe B nopsaake
C BawWnM BAHKOBCKMUM CYETOM, UCNOJ1b3YHa opunumManbHbIN
HoMep 6baHKa, a nydle NnpuanTe B OTAE/IEHMNE JTINYHO.

[IpoBepbTe onepauum B NpUNOXeHuun: Ecnu Bbl BCe Xe
coobLWwmMnun Kakyr-To MHPopMaLumnto, NpoBepbTe NCTOPUIO
onepaunm B MO6GUNBbHOM NpuoxXeHnmn 6aHka n coobwmnre
o npob6neme B 6aHK Mo opuuMaibHOMY HOMepY.
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YTO OENATDb, ECNIM BAC OBMAHYIIN?
CPOYHbLIE OEUCTBUA:

HeMmeanneHHo no3BoHMUTe B 6aHK U 3abnoOKUpynUTe Kapry,
4yTo6bl MPEeAoTBPaTUTb AaJibHENLLEee CriMcaHne CpeacTB.

OIREE y

:3‘?""4*1;5"!"- OTckaHupyWiTe QR-Kkoz,

RS %;ﬁ 4TO6bI Y3HaTb, KakK 6bICTPO

% % 3abnokuposatb KapTy
e

e

CoobuwmuTte B 6aHK 0 MOLLEHHUYECKOUN onepaumn.
B HeKoTopbIX cny4yasax 6aHK MOXeT BEPHYTb YKPAaAEHHbIE
neHbru (npouesaypa 4yapaxe6sk).

NMNopauTe 3asBJIeHUE B NOJIMLUMIO. DTO MOXHO caenaTb OHIanH.

(.7 OTcKaHupyiTe QR-KkoA,
' 4TO6bl NOAaTb 3asiBeHMe
2 B MB/l oHnanH
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naBHoOe npaBuo: He cnewuTe! MoOWEHHNKN UTrparoT Ha BallnX
aMouunax (crpax, >xaZHocTb, JoBepue). Bceroa nposepanTe
MHOPMALMIO, MpeXxae YeM coBepluaTb Kakne-nmbo AencTeus.

OtckaHupyunte QR-koa,
4TO6bI MPOBEPUTH CBOK rPAMOTHOCTb
B BOMNpocax MOoLLEeHHNYeCTBa

TENEOOHDbI NOOOEPXKM:
+s«_[naBHOe ynpaBneHne MMHUCTEPCTBA BHYTPEHHUX

nen Poccuun no Ceepasiosckon obnactn — (343) 358-71-61,
(343) 358-70-71 (tennecboH foBepUs)

YnpaBnexHune ®eaepanbHOM Cnyxobl

6e3onacHocTn Poccuun no CeepanoBckon obnacTtu
(343) 371-37-51 (tennegpoH noBepus)

CAUTDI:

LB P® - cnuncok HeneraabHbIX KOMMAHUU




